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The DHS Office of Analytics, Technology, and Planning (“ATP”) manages DHS application 
development and participates in managing the information technology infrastructure.  The 
Deputy Director of ATP leads approximately 68 individuals who support the following 
functions:  application development, information technology infrastructure, IT fiscal, application 
maintenance & operations, and operational support services. The compensation costs for DHS 
ATP personnel (including contracted personnel) during 2018 were more than $5.6 million.  (See 
the ATP organization chart at Exhibit 1 on page 27 for more information on the composition of 
ATP.)   
 

The Services Provided by Deloitte Consulting 
 

On January 11, 2017, DHS issued a Request for Proposals for information technology support 
and professional services.  The RFP included seven service areas: 1) Program Management and 
Administration, 2) Project Development, 3) Reporting, 4) Data Management & Extract, 
Transform and Load (ETL) Operations, 5) Infrastructure, 6) IT Procurement Support, and 7) 
Security and Privacy.  Any potential bidder was permitted to submit a proposal on one or more 
than one of the seven service areas.  Successful bidders would enter into a 3-year contract with 
the option for Allegheny County DHS to add two one-year increments.  A total 13 proposals 
were submitted in response to the RFP, and four of the entities that submitted proposals were 
invited to make oral presentations.  Deloitte Consulting elected to bid on each of the seven 
sections of the RFP and was chosen as the successful bidder for all seven service areas.  Deloitte 
Consulting was awarded Contract #209006 which was executed on October 3, 2017.  The 
contract’s initial three-year term is the period from July 1, 2017 to June 30, 2020, with the option 
to renew for two, one-year periods.  The maximum contract amount for the first year of the 
contract, approved via Executive Action, was $15,930,000.   
 
During the period from 2003 (the first full year for which billing data is available in the County’s 
JD Edwards accounting system) through June 30, 2019, Deloitte Consulting billed Allegheny 
County $153,237,214 for its provision of information technology services under a series of IT 
services contracts (see Table 1 on page 6).  Table 2 on page 6 shows the total amount billed by 
Deloitte Consulting under each service category during the period from July 1, 2008 (the date 
that marks the beginning of the first full fiscal year for which invoices were available in OnBase, 
the County’s data records management system) through June 30, 2019.  The most significant 
categories of services provided by Deloitte Consulting have historically been application 
development (also termed “initiatives”, and includes change requests), application maintenance, 
and information/data management (IDM).  Application development involves creating 
applications from scratch that enable DHS personnel to provide and document program services.  
Change requests are feature enhancements made to applications that are currently in service 
based on user feedback.  Application maintenance includes activities necessary to maintain the 
operational integrity of an application that has already been placed into service.  Information/data 
management (IDM) services relate to the maintenance of the DHS data warehouse, analytics 
cluster, data marts, and management reports, as well as other activities associated with the  
maintenance of application data.   
 
Table 3 on page 7 identifies and briefly describes the various applications that have been 
developed by Deloitte Consulting over the years.  Table 4 on page 8 shows how much Deloitte 
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Consulting has billed Allegheny County in connection with each application that has been 
developed from July 1, 2014 through February 9, 2019.  The Synergy application is a large 
application that is comprised of many modules.  Table 5 on page 8 shows how much Deloitte 
Consulting has billed Allegheny County in connection with each Synergy module that has been 
developed during the same time period. 
 

      The Application Development Process 
 
Application development comprises the majority of the expenditures under Contract #209006.  
Deloitte Consulting and DHS utilize agile development methodology to develop applications.  
Agile development is a methodology in which requirements and solutions evolve through 
collaboration between self-organizing, cross-functional teams.  When agile development 
methodology is used, the scope can be changed as necessary as development is occurring.  The 
development is deemed to consist of multiple projects, occurs in iterations, and is not necessarily 
completed in a sequential order.  Testing is typically performed concurrently with programming.   
 
In terms of how Deloitte Consulting and DHS have implemented agile development 
methodology, large pieces of new work and major change requests are defined as “epics”.  Epics 
are typically comprised of several key components, referred to as “features”.  The various 
specific development tasks that must be completed in order to bring about the development of 
the various features are referred to as “user stories”.  The diagram below illustrates a real-life 
example of an epic involving “Quick Case” which is an application used by CYF caseworkers to 
quickly add contact notes to a case and/or upload photo to the case file from the application.  The 
epic includes a couple of features, which consists of various user stories. 

 
User stories are written by ATP staff and explain in detail new pieces of work or enhancements 
to be made to existing applications.  User stories are typically written after discussion with users 
and intended to address DHS program staff and service provider user needs.  A description of the 
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application development objectives is intended to be documented for each user story.  When the 
description is detailed enough for Deloitte Consulting to be able to clearly understand what is 
intended to be accomplished, the user story is to be pushed to the “ready to estimate” status, 
which triggers a review of the user story by a Deloitte Consulting application development team.  
The application development team assigns a number of “story points” to the user stories based on 
their understanding of the volume and complexity of the application development work that 
would be necessary.  There are relatively short periods of time, referred to as “sprints”, where the 
focus is exclusively on programming.  We were advised that Deloitte Consulting uses a 
proprietary method to determine the maximum number of story points of application 
development work that can be accomplished in a particular application development “sprint” 
based on the number of developers in the development team and their availability (how many 
hours they would be able to work after any leave time is factored in) during the sprint.  DHS 
ATP management then takes the maximum number of story points available provided by 
Deloitte Consulting into account as it attempts to select the highest priority user stories for 
development.   

The Service Desk 

From time to time, users may encounter issues when attempting to utilize the various software 
applications.  A service desk has been established to assist with the resolution of these issues.  
iService, a commercial off-the-shelf (COTS) application, is being used to facilitate the service 
desk function as it enables the creation and tracking of service desk tickets.  Users can submit 
service desk tickets to communicate their issues/problems either via phone or electronically.  
When a user contacts the service desk, their ticket is assigned one of the following ratings by the 
service desk staff: 1 – Work Stopped-No Workaround, 2 – Work Stopped-Workaround 
Available, 3 – Work Impaired, and 4 – Work Not Impaired.  Service desk employees are cross-
trained in the use of all of the available applications and triage service desk tickets as necessary 
to the appropriate Application Specialists within ATP.  If service desk tickets cannot be resolved 
by ATP Application Specialists, they are routed to Deloitte Consulting for resolution.   

Service desk tickets are submitted for data fixes.  These are changes that need to be made to 
application data entered by users, but that cannot be made by the users because the data fields 
have been locked by the application.  Program requirements may ordinarily prohibit changes in 
various fields that comprise the application data, and consequently an application may be 
designed to lock those fields.  For example, the HMIS application, which is used by service 
providers and DHS to request and track homeless referrals, did not allow users to make updates 
to the head of household field.  However, in certain circumstances, such as the death of the 
individual that had been designated as the head of household, a change in the head of household 
is permitted and appropriate.  If an application was not designed to provide DHS with the 
functionality to make data fixes in-house, Deloitte Consulting would be requested to make the 
data fixes. 
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Table 1. Deloitte Consulting Billings for IT Services 
 

 
Contract Date Range 

 
Contract # 

 
Billings 

Jan. 1, 2003-June 30, 2006* Multiple Contracts $   8,629,659 
July 1, 2006-June 30, 2010 67651 31,300,098 
July 1, 2010-June 30, 2012 116585 22,041,153  
July 1, 2012-June 30, 2017 141802 68,051,994 
July 1, 2017-June 30, 2020** 209006 23,214,310 

Total Billings for All Contracts $153,237,214  

 
*Deloitte Consulting began providing IT services to DHS in 1999.  However, 2003 is the first 
full year in which billing data is available in JD Edwards, the County’s accounting system. 
**The amount shown includes only billings through June 30, 2019. 
 
 
 
Table 2. Deloitte Consulting IT Services Billings by Service Category from July 1, 2008 through 
June 30, 2019 

IT Spend Category 
Billed 

Amount 
Initiatives  $35,508,649 
Application Development    32,249,681 
Operations & Maintenance    20,592,731 
Maintenance    11,447,654 
Change Requests      7,655,754 
Information / Data Management (IDM)      7,235,741 
Reporting      2,861,976 
Operations      2,846,728 
PMO      2,596,006 
User Support/Data Fixes      2,009,516 
Cloud/Database Migration      1,590,244 
PMO/Administration Support      1,462,085 
Dashboards/Data Layers         930,813 
Operations/Development Support         799,260 
Development Support         583,459 
Infrastructure Enhancements         491,947 
Security         479,362 
DHS Support         380,261 
Approved Expenses             9,662 
Less: Discount   (145,313) 

Total Billings  $131,586,216 
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Table 3. Description of Applications Developed by Deloitte Consulting and Total Spend for the Period 
7/1/14 through 2/9/19 

Application Application Description Total Spend 

Key Information and 
Demographics System 
(KIDS) 

A fully integrated child welfare management application designed to support the 
records management process from the initial reporting of allegations through the 
delivery of and payment for services.  $11,165,333  

Synergy Allegheny County DHS clients with multi-system program involvement have 
client eligibility enrollment and services management activities tracked across 
multiple DHS program areas.  9,177,202  

Enterprise Fiscal Enables electronic processing of Fee for Service and Program Funded claims for 
several DHS program areas. 4,150,798 

Homeless Management 
Information System 
(HMIS) 

Allows DHS and its homeless provider network to request and track homeless 
referrals, collect client assessment data and services being delivered, while 
meeting the Housing and Urban Development (HUD) mandates issued by the 
Federal Government. 3,796,585 

Client Information & 
Payment System 
(CIPS) 

Collects consumer information, service authorizations, service codes, cost 
centers, rates, priority groups and diagnosis information for Mental Health, 
Intellectual Disability, and Drug & Alcohol program areas.  It allows contracted 
providers to create service authorizations and enter claims for services provided 
to clients.  It determines eligibility and produces provider-specific invoices 
monthly. 3,086,602 

ClientView Provides a single snapshot of an individual's interaction with various program 
areas for DHS and provider personnel. 1,957,161  

Action Tracker County-wide application providing paper less contract approval process to track 
various activities for grants, contracts & Executive Actions. 1,650,094 

Allegheny Link Referral, case, and services tracking system to assist in providing Information, 
Referral, and Case Management services to the County for the DHS Home 
Visiting programs as well as residents that are disabled or over 60.  Also, used to 
assess the health and social needs of homeless people and match them with 
appropriate supports / housing programs. 1,516,813 

DHS Assessment Tool The single repository for any assessment conducted across DHS.  It provides an 
assessment of needs / strengths to allow the agency to effectively share cross-
program information and deliver targeted services. 1,270,088  

Information Referral & 
Emergency System 
(IRES) 

Used by DHS, State Police, and local healthcare providers to provide 24/7 
support in administering the Involuntary Commitment (302) process for people 
who pose a danger to themselves / others.  968,808 

Jail Collaborative Utilized to coordinate efforts among Jail system staff and associated service 
providers, with the intent to provide more targeted services and improve 
outcomes for incarcerated and newly released clients. 924,609  

Master Provider 
Enterprise Repository 
(MPER) 

A centralized repository of provider, contract, service, service offering, 
allocation, and facility information that is used by multiple program offices to 
perform essential business (fiscal) operations. 911,358  

Dialtrac Used to track requests, complaints or inquiries from clients and associate it to 
their involvement in other DHS human service programs. 482,189 

Integrated Monitoring 
Tool 

Used by contract monitors within DHS to document periodic provider visits to 
measure their overall effectiveness in helping DHS to achieve its mission. 349,713 

Master Client Index 
(MCI) 

An enterprise repository of key client demographic data for individuals DHS 
provides services to. 277,299  

Reports Portal Unified platform to access Reports & Dashboards across program areas. 67,115 
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Table 4. Deloitte Consulting Billings for Applications from July 1, 2014 to February 9, 2019  
 

Application 

Development 
/ Change 
Requests 

Maintenance 
& 

Operations 

Total Spend 
Per 

Application 
Key Info. and Demographics System (KIDS) $2,732,576 $8,432,757  $11,165,333  
Synergy 6,754,961  2,422,241  9,177,202  
Enterprise Fiscal 3,420,879  729,919  4,150,798  
Homeless Management Info. System (HMIS) 2,151,509  1,645,076  3,796,585  
Client Information & Payment System (CIPS) 1,843,054  1,243,548  3,086,602  
Non Deloitte Consulting Applications -  2,085,148  2,085,148  
ClientView 1,724,043  233,118  1,957,161  
Action Tracker 929,689  720,405  1,650,094  
Allegheny Link 824,098  692,715  1,516,813  
DHS Assessment Tool 897,581  372,507  1,270,088  
Info. Referral & Emergency System (IRES) 440,907  527,901  968,808  
Jail Collaborative 626,209  298,400  924,609  
Master Provider Enterprise Repository (MPER) 369,346  542,012  911,358  
Dialtrac 405,401  76,788  482,189  
Integrated Monitoring Tool 306,008 43,705 349,713 
Master Client Index (MCI) 272,554  4,745  277,299  
Reports Portal 11,862  55,253  67,115  

Total $23,710,677  $20,126,238  $43,836,915  
 
 
 
 
Table 5. Deloitte Consulting Billings for Synergy Application Modules from July 1, 2014 to 
February 9, 2019 

 
 

Module 

Development 
/ Change 
Requests 

Maintenance 
& 

Operations 

Total Spend 
Per  

Module 
Mental Health Residential / Housing Portal $1,083,122  $221,680  $1,304,802  
Independent Living / Youth Villages Lifeset 971,285  288,825  1,260,110  
Youth Support Partners 795,276  311,822  1,107,098  
Community Services Block Grant (CSBG) 729,648  282,559  1,012,207  
Homeless Case Management 672,487  307,602  980,089  
Family Support Centers 744,034  184,863  928,897  
Integrated Teaming & Meeting 626,727  276,862  903,589  
Home Visiting Portal 621,675  276,862  898,537  
Education / Behavioral Health Specialists 510,707  271,166  781,873  

Total $6,754,961  $2,422,241  $9,177,202  
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Scope 
 

Our performance audit covered the period from January 1, 2018 through December 31, 2018.  
We conducted the audit in accordance with Government Auditing Standards issued by the 
Comptroller General of the United States.  Those standards require that we plan and perform the 
audit to obtain sufficient, appropriate evidence to provide a reasonable basis for our findings and 
conclusions based on our audit objectives.  We believe that the evidence obtained provides a 
reasonable basis for our findings and conclusions based on our audit objectives. 

 
Objective 

 
Our performance audit objective was to determine whether Deloitte Consulting complied with 
the requirements of contract #209006. 

 
Methodology 

 
The methodology used to accomplish our audit objective included, but was not limited to the 
following procedures: 
 

 Reviewed contract #209006 between Deloitte Consulting and Allegheny County and its 
modification.   

 
 Interviewed Department of Human Services (DHS) personnel to gain an understanding of 

the procedures in place to monitor Deloitte Consulting’s compliance with contract 
#209006 and evaluated the effectiveness of those procedures. 
 

 Interviewed DHS Office of Analytics, Technology, and Planning (ATP) personnel to gain 
an understanding of the information technology (IT) environment at DHS, the application 
development process, the design and implementation of the software applications 
included in the scope of work of contract #209006, and the information systems controls 
in place applicable to the commercial off-the-shelf (COTS) applications utilized by DHS 
from which data was extracted on which we have relied. 
 

 Selected and tested samples of service desk tickets that Deloitte Consulting participated 
in resolving in order to evaluate the effectiveness and timeliness of ticket resolution and 
identify any potential significant weaknesses in the applications being developed. 
 

 Communicated with frequent service provider users of several applications developed by 
Deloitte Consulting (test basis) in order to obtain their perspectives regarding whether the 
applications function appropriately and facilitate the accomplishment of program service 
objectives.   
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 Obtained application demonstrations from DHS ATP personnel to verify that the
application development work for selected application features of various applications
developed by Deloitte Consulting that was invoiced in 2018 was actually completed (test
basis).

 Reviewed insurance certificates, invoices, and other documents and online resources as
necessary to evaluate Deloitte Consulting’s compliance with the requirements of contract
#209006.

 Our audit also included an assessment of internal controls that are significant within the
context of our audit objectives.  Any significant findings related to internal control are
included in the audit findings and recommendations.

We conducted our procedures from April through July of 2019.  We provided a draft copy of our 
report to the Director of the Department of Human Services and the Managing Director of 
Deloitte Consulting for comment.  Their responses begin on pages 31 and 36, respectively. 
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Finding #1 
The Structure of the $15,930,000 IT Contract Has Made It Difficult to Ensure 

That the County Will Receive Adequate Value for the Resources Expended  
 
Criteria: Governments should clearly identify the goods or services that they seek 

to procure when conducting procurement processes.  When procuring 
services, the resultant contracts should adequately describe any 
deliverables, costs associated with the deliverables as well as any 
milestones or other metrics by which contractual performance can be 
measured.  This is especially important to help ensure that adequate value 
will be received when the resultant contracts are not fixed price contracts. 

 
Condition: Several aspects of the service contract have made it difficult for DHS to 

ensure that the County is receiving adequate value for the financial 
resources being expended. 

 
Lack of a Clearly Defined Scope of Work 

 
The scope of work is the area in the agreement where the work to be 
performed is described.  It should contain any milestones, reports, 
deliverables and end products that are expected to be provided.  It should 
also contain a timeline for all deliverables. 
 
During our review, we noted the RFP process was based on, and Contract 
#209006 includes, an estimated scope of work for only the first contract 
year.  The Work Statement section of the contract indicates that “these 
projects listed below, which represent the initial estimated work to be 
performed or provided by Deloitte, can be adjusted by the DHS Director 
and will be documented in a change order as part of a monthly business 
planning meetings to be held throughout the term of the Agreement 
between Deloitte and DHS.”   
 
With respect to software application development, for most applications 
the Work Statement indicates that DHS would 
identify/develop/collect/prioritize a list of application 
changes/enhancements before Deloitte was to begin developing the 
application code.  We observed that during the first year of the contract, 
some components of the scope of work for the first contract year were 
deleted, and other components were added. 

 
No Cost Estimates for Work Components 

 
Although Deloitte Consulting had provided DHS with cost estimates for 
each component of the estimated scope of work in the proposal for the 
first contract year, contract #209006 does not contain the cost estimates, or 
any milestones that would trigger contract payments.  We also observed 
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that the contract amount approved via the Executive Action for the first 
year of contract #209006, $15,930,000, does not agree to the total of the 
cost estimates for the first-year estimated scope of work components 
provided by Deloitte Consulting, which was $12,935,724, a difference of 
$2,994,276 intended to serve as a cushion for cost overruns.  We 
determined that the not-to-exceed contract amount for the first year of 
contract #209006, approved via the Executive Action, was based on the 
total of the cost estimates for the components contained in the scope of 
work for the last year in the previous services contract between Allegheny 
County and Deloitte Consulting. 
 
An amendment to contract #209006 was fully executed to establish a 
scope of work and contract amount for the second year of the contract.  
We observed that while the amendment contains a little more detail in the 
scope of work, it still does not contain the cost estimates associated with 
each component of the estimated scope of work provided by Deloitte 
Consulting, or any milestones that would trigger contract payments.  We 
also observed that the contract amount approved via the Executive Action 
for the second year of contract #209006, $15,930,000, does not agree to 
the total of the cost estimates for the second-year estimated scope of work 
components provided by Deloitte Consulting, which was $13,275,213, a 
difference of $2,654,787 intended to serve as a cushion for cost overruns.  
Again, we determined that the contract amount for the second year of 
contract #209006 was based on the total of the cost estimates for the 
sections contained in the scope of work for the last year in the previous 
services contract between Allegheny County and Deloitte Consulting. 

 
Invoicing Requirements Do Not Provide For Transparency 

 
 DHS has a responsibility to ensure that the County and taxpayers receive 

adequate value for the financial resources being expended.  During our 
audit, we noted contract #209006 does not require Deloitte Consulting to 
submit its invoices for payment in any particular format, or to identify in 
its invoices the employees who provided services under the contract by 
name or job title and hours worked (per person) for each line item, or the 
estimated percentage of completion or estimated costs to complete tasks 
that are intended to be completed over time.  Deloitte Consulting has 
historically submitted invoices for payment on an almost monthly basis, 
yet the invoices submitted for payment under contract #209006 have not 
identified the employees who provided services under the contract by 
name or job title and hours worked (by person) for each line item, or the 
estimated percentage of completion or estimated costs to complete tasks 
that are intended to be completed over time.  (See sample invoice included 
as Exhibit 2 on page 28.) 
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Cause: A clearly defined scope of work for each contract year is essential in 
helping to ensure that the County receives adequate value for the resources 
being expended.  It appears that the lack of specificity in the estimated 
scope of work for the first year of contract #209006 was attributable to the 
reorganization of ATP that began in 2017.   

 
Regarding the cost estimates for the scope of work components, it was 
suggested to us by DHS ATP management that attorneys participated in 
the drafting of the contract, and that the contract not including the cost 
estimates provided by Deloitte Consulting was ultimately agreed upon by 
both sides, which is evidenced by the contract’s execution.   
 
With respect to the contract amounts for the first and second years of 
contract #209006, DHS selected an amount that would provide a cushion 
in the event that the actual costs associated with completing the scope of 
work would exceed the estimates provided.  While establishing higher 
contract amounts reduced the likelihood that DHS would need to submit 
additional Executive Action requests, the County’s and the taxpayers’ best 
interests were not served by establishing contract amounts that exceeded 
the cost estimates provided by the consultant by millions of dollars. 

 
Effect: The structure of the service contract makes it difficult for DHS to 

demonstrate to taxpayers that the County is receiving adequate value for 
the financial resources expended.  It appears that the lack of certain 
contract essentials has resulted in what appears to be an open ended 
agreement with Deloitte Consulting.  It appears that the agreement will 
need to continue far into the future in order for DHS to have 
improvements made and maintain the applications that it has already 
purchased.  To date, DHS has spent approximately $153,237,214 on IT 
services from Deloitte Consulting. 

 
Recommendations: We recommend that DHS ATP management: 
 

 Develop a clearly defined scope of work for each new contract 
year. 
 

 Include the scope of work cost estimates provided by Deloitte 
Consulting or other milestones in the contract amendments for 
each new contract year in order to provide a basis for 
accountability and measurement of contractual performance. 

 
 Require Deloitte Consulting to modify its invoices to include the 

names and/or titles of its personnel and the number of hours that 
they worked for each line item, the cumulative application 
development costs to date by application and estimated 
percentages of completion or costs to complete application 
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development initiatives in process, and/or other data elements that 
DHS ATP deems necessary in order for it to effectively monitor 
contractual performance (and could be used to demonstrate that 
adequate value was obtained for the resources expended). 

 
We recommend that Deloitte Consulting: 
 

 Modify the invoices that it submits to the County for payment so 
that the invoices conform to a format to be prescribed by DHS 
ATP management and are easily understandable. 

 
Management’s 
Response: The DHS and Deloitte Consulting responses begin on pages 31 and 36, 

respectively. 
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Finding #2 
DHS Has Not Sufficiently Monitored  

Deloitte Consulting’s Contractual Performance 
 
Criteria: When governments award contracts for the provision of services, effective 

monitoring of contractual performance is essential to ensuring that the 
governments and taxpayers receive adequate value for the financial 
resources being expended. 

 
Condition: There are several areas for which DHS’ monitoring of Deloitte 

Consulting’s contractual performance has been insufficient. 
 

Insufficient Monitoring of Contract Costs in General 
 

While the invoices that Deloitte Consulting has submitted for payment 
indicate the total number of hours worked and the total amount billed for 
each line item, they do not indicate the individuals who performed the 
work billed under each line item by name or job title, and the hours that 
they worked.  For line items applicable to specific application 
development projects, the invoices do not include the cumulative costs 
incurred to date.  For tasks that remain to be completed, the invoices do 
not provide an estimated percentage of completion or a projection of the 
costs to complete them.  A significant number of hours have also routinely 
been reported in line items with general descriptions under the header 
“Base Costs.”  It is not clear exactly how the hours billed under these line 
items, such as “Development Support” and “Operations” have been spent.  
It is also not clear from the invoices which costs are direct costs and which 
costs are allocated (overhead) costs.  DHS ATP management has advised 
us, and we observed, that it maintains an Excel schedule where it tracks 
the cumulative contract costs by area including the costs associated with 
the development of particular applications.  DHS ATP management uses 
the Excel schedule in an attempt to identify billings that could be 
excessive, and initiates a discussion with Deloitte Consulting management 
when such billings are identified.  However, the invoices being submitted 
for payment by Deloitte Consulting do not facilitate DHS ATP 
management assessing whether the County is receiving adequate value for 
the financial resources being expended under the contract or identifying 
aspects of its operations that may require additional attention.   

 
Ineffective Monitoring of Application Development Costs 

 
 One characteristic of the methodology being utilized to develop 

applications is that cost estimates for specific application development 
tasks, called “user stories”, are not provided by Deloitte Consulting’s 
application development teams in terms of dollars or hours to complete.  
Instead, the application development teams assign a number of “story 
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points” to the user stories based on their understanding of the volume and 
complexity of the application development work that would be necessary.  
DHS ATP management takes the maximum number of story points 
available provided by Deloitte Consulting into account as it attempts to 
select the highest priority user stories for development during each 
development session.  This methodology has led DHS ATP management 
to focus more on how much and which application development work can 
be accomplished, and less on how much each application development 
task is actually going to cost.  This is important because another 
characteristic of the methodology being utilized to develop applications is 
that the rapid pace of application development necessitates frequent 
review and evaluation, which can lead to the desire to add additional 
application features (user stories) which could be unnecessary or of lesser 
value.  If DHS ATP management were provided with estimates of the 
actual costs in dollars associated with the development of user stories, it is 
likely that the improved ability to assess cost versus benefit might lead 
DHS ATP management to appropriately reject the development of certain 
user stories.  We inquired of DHS ATP management whether it had 
attempted to calculate the average cost of story points based on the 
application development history, and we were informed that such an effort 
has not been undertaken.  Even after application development has 
occurred, DHS ATP management may not be able to determine the 
development cost associated with particular user stories, because the 
invoices submitted by Deloitte Consulting only show the billings for major 
application development initiatives, termed “epics”, for a single invoice 
period.      

 
Lack of Monitoring of Service Quality 

 
DHS ATP has made a service desk available to help users with software-
application-related issues.  When the service desk had first been 
established, the majority of service desk tickets were routed to Deloitte 
Consulting for resolution.  When DHS ATP assessed that it had developed 
adequate capability to resolve application issues for particular 
applications, ticket handling was changed such that service desk tickets 
were routed to the DHS ATP Application Specialists for those particular 
applications.  The Application Specialists would only then route the 
tickets to Deloitte Consulting if they could not be resolved in-house.  This 
ticket handling changed one application at a time, and it wasn’t until some 
point in 2019 that service desk tickets for all applications were being 
routed to DHS ATP Application Specialists.  Closely monitoring the 
submission and resolution of service desk tickets would have assisted 
DHS ATP management in assessing Deloitte Consulting’s contractual 
performance.  However, DHS ATP management acknowledged to us that 
it did not closely monitor the submission and resolution of service desk 
tickets during our audit period (2018).   
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Cause: Deloitte Consulting was not required by contract #209006 or DHS ATP to 
submit its invoices for payment in a prescribed format or to include 
specified data elements.  We observed that Deloitte Consulting had 
submitted invoices for payment under its previous contract with the 
County that identified its personnel who provided services under the 
contract, but that practice was apparently discontinued. DHS ATP 
management has indicated to us that it is trusting Deloitte Consulting to 
allocate the appropriate personnel resources to each component of the 
scope of work.  

                                                                                                                                                                                     
 The way the application development methodology has been implemented 

does not enable DHS to gain a good understanding of the costs associated 
with particular application development objectives, and therefore does not 
put DHS in a position to ensure that adequate value is being obtained for 
the resources being expended.   

 
The reorganization of DHS ATP that began in 2017 resulted in the new 
DHS ATP management group assessing the state of affairs and identifying 
and prioritizing operational issues that needed to be addressed.  DHS ATP 
management stated that a focus on issues of higher priority may have 
precluded closer monitoring of service desk tickets during our audit 
period.   

 
Effect: DHS cannot determine from the invoices submitted for payment by 

Deloitte Consulting who performed the work under each line item by 
name or job title and the number of hours that they worked, so it has no 
indication as to whether the personnel mix used to accomplish the various 
scope of work components was appropriate.  DHS also cannot determine 
from the invoices the cumulative application development costs incurred 
to date for particular applications, or the estimated percentage of 
completion or the estimated costs to complete tasks to be completed.  In 
addition, it is not clear how certain hours that have been billed for on the 
invoices under the Base Costs header have been spent.  The manner in 
which the agile application development methodology has been 
implemented has also resulted in DHS not being provided with cost 
estimates for each application development objective.  Finally, DHS 
ATP’s lack of close monitoring of the submission and resolution of 
service desk tickets during 2018 did not provide any insight into Deloitte 
Consulting’s contractual performance. Each of the aforementioned issues 
makes it difficult for DHS to ensure that adequate value has been obtained 
for the resources expended.  As a government, Allegheny County is 
accountable to taxpayers, and must ensure that taxpayers’ money is not 
being wasted.   
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Recommendations: We recommend that DHS ATP management: 
 

 Assess which data elements would be necessary for it to effectively 
monitor contractual performance (and could be used to 
demonstrate that adequate value was obtained for the resources 
expended) and require that Deloitte Consulting provide its invoices 
for payment in a format that contains those data elements. 

 
 Use the modified invoices to assess whether adequate value is 

being received in connection with contract expenditures. 
 

 Closely monitor the submission and resolution of service desk 
tickets to provide insight into Deloitte Consulting’s contractual 
performance. 

 
Management’s  
Response:  The DHS response begins on page 31. 
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Finding #3 
Weaknesses in DHS’ Management of the Application  

Development Process Have Resulted in Additional Costs  
 
Criteria: Governments should exercise care to ensure that taxpayer-provided 

financial resources are utilized effectively.  When governments engage in 
application development, the application development process should be 
planned and controlled to help prevent unnecessary expenditures. 

 
Condition: We have identified a legacy application development process issue that 

has resulted in additional application development expenditures being 
incurred during our audit period as well as weaknesses in the current 
application development process that have the potential to result in 
significant wasteful expenditures. 

 
Imprudent Development of the Synergy Application 

 
Synergy was intended to be a DHS application that would satisfy the 
needs of multiple DHS program areas by standardizing the processing of 
certain functions, such as the capturing of client assessment information.  
However, we were advised that DHS ATP management had suspended 
any new development of the Synergy application because it had 
determined that the application had been imprudently customized to 
incorporate specific elements requested by and only applicable to certain 
DHS program offices.  It was believed that continuing to develop the 
Synergy application in the way it was being developed would have 
required the County to routinely incur a high level of application 
development expenditures that would not have been sustainable over the 
long term.  Although new Synergy application development had been 
suspended, any development in process was intended to continue to be 
completed.   

 
Weaknesses in the Current Application Development Process 

 
 Team Foundation Server (“TFS”) is a commercial off-the-shelf (COTS) 

application developed by Microsoft Corporation which DHS ATP 
management utilizes to track application development.  When we were 
provided with a demonstration of the TFS application, we observed that 
process owners are not routinely being documented by DHS ATP for the 
user stories recorded in TFS.   

 
A description of the application development objectives is entered in TFS 
for each user story.  When the description is detailed enough for Deloitte 
Consulting to be able to clearly understand what is intended to be 
accomplished, the user story is to be pushed to the “ready to estimate” 
status in TFS, which triggers a review of the user story by a Deloitte 
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Consulting application development team.  If for some reason, the 
application development team is unclear about what is intended to be 
accomplished and does not feel comfortable providing an estimate of the 
number of story points that it will take to accomplish the user story, the 
team will change the status of the user story to “999” and add 
questions/notes.  We observed during the TFS demonstration that several 
user stories had a status of “999” and contained questions/notes from the 
Deloitte Consulting development team.  Upon inquiry, we learned that any 
DHS ATP user of TFS is able to push user stories to the “ready to 
estimate” status, and there is no required review to ensure that the 
application development objectives have been adequately detailed before 
the user stories are pushed to the “ready to estimate” status.   

  
Cause: The previous Director of DHS ATP management had a program service 

background and not an IT background, and before the reorganization of 
DHS ATP that began in 2017, other DHS ATP managers had less 
authority to act.  For example, the Chief Technology Officer and Chief 
Information Officer positions, which exist today, did not exist before the 
reorganization.  This appears to have enabled DHS program offices to 
excessively influence the development of the Synergy application.  It is 
also likely that the imprudent application development path for Synergy 
was not identified earlier because Deloitte Consulting has not included the 
cumulative application development costs associated with each application 
on its invoices, and DHS ATP management did not begin tracking the 
cumulative application development costs on its own until the 
reorganization of DHS ATP that began in 2017. 

 
 We were advised that there is now frequent informal communication 

between the DHS ATP personnel involved in the application development 
process and Deloitte Consulting’s offsite application development teams, 
and that those teams are generally aware of who is responsible on the DHS 
side for particular user stories.  However, requiring developers of user 
stories to document themselves as the process owners would establish a 
stronger basis for maintaining accountability.  We were also advised that 
TFS contains an “audit log” that DHS ATP management could use to 
determine which DHS ATP staff member pushed any particular user story 
to the “ready to estimate” status.  While this could help to identify DHS 
ATP staff that are not being diligent in documenting application 
development objectives, or who are requesting estimates for low priority 
user stories that may ultimately be abandoned, it would not stop the 
wasteful expenditures from occurring.  Restricting the ability to push user 
stories to the “ready to estimate” status to DHS ATP management 
personnel or requiring management review of user stories to be 
documented in TFS before DHS ATP staff could push user stories to the 
“ready to estimate” status would better serve to prevent wasteful 
expenditures.     
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Effect: Ineffective management of the application development process resulted 
in the imprudent customization of the Synergy application.  Customizing 
the Synergy application instead of standardizing it has resulted in DHS not 
realizing the cost benefit that was intended to be achieved.  We observed 
that the Excel schedule maintained by DHS ATP management to track 
cumulative contract costs (see Finding #2) indicates that for the period 
from July 1, 2014 through February 9, 2019 the County was billed 
$6,754,962 by Deloitte Consulting for application development and 
change requests applicable to the Synergy application with at least $1.2 
million in billings for development that occurred in 2018.  When new 
application development of the Synergy application was suspended, DHS 
ATP personnel were required to begin working with DHS program office 
personnel to develop workarounds for program-service-related items that 
the application does not and will not address.    

 
 While misunderstandings about application development objectives 

between DHS ATP and Deloitte Consulting’s application development 
teams could always occur, the failure to consistently document process 
owners in TFS and the manner in which user stories are currently being 
pushed to the “ready to estimate” status unnecessarily increase the 
likelihood that wasteful expenditures will occur.  

 
Recommendation: We recommend that DHS ATP management continue to plan and exert 

greater effort to control application development to help ensure that 
taxpayer-provided resources are utilized effectively.  This should involve 
consistently documenting process owners in TFS and instituting control 
procedures to prevent user stories from being pushed to the “ready to 
estimate” status without an appropriate review/approval.  

 
Management’s 
Response: The DHS response begins on page 31. 
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Finding #4 
DHS’s Inability to Make Data Fixes  

In-House Has Resulted in Additional Costs 
 
Criteria: Software applications should be developed in a manner that provides 

administrators with the functionality to make data fixes to its application 
data as necessary.   

 
Condition: Based on the invoices submitted by Deloitte Consulting for payment, over 

$2 million of the amount invoiced for DHS’ 2017-2018 fiscal year (July 1, 
2017 through June 30, 2018) was for the provision of user support and 
data fixes.  While we believe the billings attributable to data fixes to be 
quite substantial during that period (see Cause below), we could not 
determine exactly how much was billed for data fixes for that period 
because data fixes and user support were included in the same cost 
category on Deloitte Consulting’s invoices.   

 
Cause: DHS ATP management has advised us that while DHS is able to make 

some of the needed data fixes in-house, the functionality that would enable 
DHS to make other necessary data fixes in-house has not been 
incorporated into the applications developed by Deloitte Consulting.  
These are changes that need to be made to application data entered by 
users, but that cannot be made by the users because the data fields have 
been locked by the application.  Program requirements may ordinarily 
prohibit changes in various fields that comprise the application data, and 
consequently an application may be designed to lock those fields.  For 
example, the HMIS application, which is used by service providers and 
DHS to request and track homeless referrals, did not allow users to make 
updates to the head of household field.  However, in certain 
circumstances, such as the death of the individual that had been designated 
as the head of household, a change in the head of household is permitted 
and appropriate.  The inability to make data fixes in-house has occurred in 
part because the DHS personnel involved in identifying and 
communicating application development objectives to the Deloitte 
Consulting application development teams did not foresee the need to 
request that functionality.  It is likely that DHS personnel would not have 
realized the need to be able to make data fixes during the time period in 
which the majority of service desk tickets were being routed to Deloitte 
Consulting for resolution (see Finding #2).  Additionally, the lack of 
specific knowledge about the programs administered by DHS may have 
precluded Deloitte Consulting’s offsite development teams from 
anticipating the need for data fixes.  Deloitte Consulting’s application 
development teams should have inquired of DHS about the potential need 
for data fixes on a routine basis and incorporated the functionality to 
enable DHS to make those data fixes in-house into the applications that 
were being developed. 
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Effect: The cost associated with data fixes made during our audit period was 

higher than it needed to be, and the cost continues to be higher than it 
needs to be to the extent that the applications developed by Deloitte 
Consulting do not enable DHS to make all necessary data fixes in-house.  
Where the need to make data fixes is significant, DHS will need to expend 
more financial resources for application development in order to bring 
about that functionality. 

 
Recommendations: We recommend that DHS ATP management: 
 

 Identify all of the areas where there have been a large number of 
needed data fixes that DHS could not make and request the 
Deloitte Consulting application development teams to incorporate 
the functionality for DHS to make those data fixes in-house into 
the applications.   

 
 Consider the potential need to make data fixes and integrate the 

functionality to make them into the application development 
objectives before submitting application development requests to 
the Deloitte Consulting application development teams for all new 
application development initiatives. 

 
We recommend that Deloitte Consulting: 
 

 Instruct its application development teams to routinely inquire of 
the DHS ATP Application Specialists regarding their perceived 
need to make data fixes so that Deloitte Consulting can build the 
data fix functionality into the applications. 
 

 Modify its future invoices to provide more detail so that DHS ATP 
will be able to determine exactly how much is being billed for data 
fixes during each invoice period. 

 
Management’s 
Response:  The DHS and Deloitte Consulting responses begin on pages 31 and 36, 

respectively. 
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Finding #5 
Many CYF Providers Do Not Have the Proper  

Equipment to Utilize the KIDS Application 

Criteria: The Key Information and Demographics System (KIDS) is a fully 
integrated child welfare management application designed to support the 
records management process from the initial reporting of allegations to the 
delivery of and payment for Children, Youth and Family (CYF) services.   
Because DHS requires CYF service providers to utilize the KIDS 
application, it should be taking measures to ensure that the application is 
available for use when needed and functions efficiently. 

Condition: We requested from DHS ATP management, and it provided us with, the 
number of user log-ins by user for each application developed by Deloitte 
Consulting during our audit period.  We selected a sample of 20 CYF 
service provider program service personnel who have frequently utilized 
the KIDS application in order to interview them to gain an understanding 
of their experiences in using the application.   We were able to contact and 
interview 15 of the 20 CYF service provider program service personnel in 
the sample that we had selected.  Eight program service personnel (53%) 
working for five different CYF service providers indicated to us that they 
have experienced slowness when utilizing the KIDS application.  To date, 
DHS has spent approximately $11,165,333 to develop the KIDS 
application. 

Cause: We were advised by DHS ATP management that application slowness can 
be caused by a wide variety of factors, including a range of factors 
associated with an end user’s information technology environment, factors 
associated with DHS’ IT environment, factors associated with the 
communications between those two IT environments, and the manner in 
which the application was developed.   

End users utilizing older hardware appears to be the primary cause of 
KIDS slowness.  Older hardware may not have a strong enough processor, 
enough random access memory (RAM), enough hard drive space, a newer 
operating system, and/or an up-to-date internet browser.  There could also 
be poor network connections at end user locations.  Those using Wi-Fi 
could experience slowness if there are not enough Wi-Fi connection ports.  
Because it takes end users utilizing older hardware longer to accomplish 
the tasks that they set out to accomplish in KIDS, they are a component of 
the user load for longer periods of time, which strains DHS’ IT resources 
and causes other users to experience slowness.  We observed that DHS 
ATP has communicated to end users utilizing older hardware that 
replacing their hardware with newer hardware would be beneficial.  It is 
possible that the planned transition of all DHS applications (including 
KIDS) to the cloud may reduce slowness that end users utilizing older 
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hardware may experience.  However, KIDS will be one of the last 
applications to be transitioned to the cloud, and end users utilizing older 
hardware will likely continue to experience significant slowness in the 
meantime. 

Effect: Since DHS has mandated that its CYF service providers utilize the KIDS 
application, its service providers should expect that the application will be 
routinely available for use and function properly and efficiently.  This 
expectation is not consistently being met.  Some service provider program 
service personnel have attempted to address the slowness that they have 
experienced in utilizing the KIDS application by working nonstandard 
work hours (working earlier in the morning or later at night), as utilizing 
the application when the user load is smaller reduces the slowness that 
they experience during their standard working hours.  The application 
slowness and/or the working of nonstandard hours could impact the extent 
to which service provider program service personnel are actually able to 
provide program services.  Application slowness also makes it more 
challenging for service providers to invoice the County and get paid for 
the program services that they provide.  Because the KIDS application 
provides alerts intended to assist program service personnel in keeping 
children safe, application slowness, which could mean an inability to 
access that information timely, could also hamper those efforts.   

Recommendations: We recommend that DHS ATP management develop a troubleshooting 
guide to assist end users in identifying factors in their information 
technology environment that could be causing application slowness, and 
continue to recommend that end users consider replacing older hardware. 

Management’s 
Response: The DHS response begins on page 31. 
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Our audit was initially undertaken because DHS has expended millions of dollars annually for 
information technology services, and the invoices for those services alone do not enable the 
Controller’s Office to discern whether the County has received adequate value for the taxpayer-
provided resources being expended.  In addition to a lack of transparency in billing, there is also 
a lack of transparency in the decision-making process about DHS’ information technology 
service needs.  Further, a clear linkage between the applications being developed and any 
program service accomplishments that have been achieved as a result of those applications being 
developed has not been established. 

Our audit has highlighted several ways in which Deloitte Consulting can and should improve its 
contractual performance, and better demonstrate to DHS and to County taxpayers that adequate 
value is being received for the taxpayer-provided financial resources being expended.  Our audit 
has also identified several ways in which DHS ATP can improve its operations and better 
monitor Deloitte Consulting’s contractual performance.  Implementing our recommendations 
should both strengthen DHS ATP’s operations and put it in a better position to ensure that the 
County obtains adequate value for the taxpayer-provided financial resources being expended 
under contract #209006.      



Erin Dalton

Deputy Director
Office of Analytics, 
Technology, and 
PlanningIan Mavero

Chief Technology Officer
Scott Hemphill

Chief Information Officer

Erica Hines-McGee
Fiscal IT Manager

Tracy Rohrdanz
KIDS IT Manager

Melanie Sanfilippo
Synergy / Other IT 

Manager

2 Staff 16 Staff 10 Staff

Bill Kroll
Administrator, Bureau of 

Info Systems

Todd Kummer
Operational Support 

Services Manager

Vivek Krishnamoorthy
Admin, Business, and 

App Dev Manager

9 Staff 18 Staff 5 Staff

Allegheny County Department of Human Services 
IT Staff Organization Chart as of December 2018

IT Applications IT Infrastructure, Security, and Operations

Deloitte IT Service Supports
(IT Application Epics, Change Requests, Maintenance & Operations)

Deloitte IT 
Service Supports
(IT Infrastructure 

Support)

E
xhibit 1

27



Deloitte� 

Fees 
Allegheny County OHS Contract #209006 

For Services from 12/17/2017 through 01/13/2018 

Invoice 

Date: 

8000013686 

February 01, 2018 

Benefit Derived Address: ALLEGHENY COUNTY INC, 436 GRANT ST, PITTSBURGH, PA 
Pennsylvania Technical Consulting Configuration - NO 

Total Fees 

Total Amount Due (USO) 

All amounts represent (USO) 
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Amount 

727,679.00 

727,679.00 

727,679.00 

Exhibit 2 






















